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Content pack — general overview

Content packs are read-only plug-ins to vRealize™ Log Insight™ that provide pre-defined knowledge about
specific types of events such as log messages. A content pack should answer questions like, “Is the
product/application healthy?” In addition, a content pack should create a greater understanding of how a
product/application/device works, how to troubleshoot the main problems in it, how pro-actively monitor the
possible issues.

A content pack contains:
* Queries
Extracted fields
ashboards

roups ( only for Content Packs whose logs can be collected via Log Insight Agent
hould provide sufficient information about

ions
icable)
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Content pack — Best practices

Export Content Pack

Select items to export: Enter information:

| Dashboards =

[#) General - Overview

Name VMware - vRA 7.3+

| General - Problems Versi 21
ersion .

©

¥ vRA - Appliance

¥ vRA - App Authoring Author VMware, Inc

BROWSE...

¥ vRA - Catslog Requests

¥ vRA - Compositio

Website https://wwwvmware.com/products/vrealize-automa’

W) vRA - Even: Broker Namespace comvmwarevra.73

¥  vRA - Authentication
Descrlpt ON | The vRealize Automation (vRA) 7.3+ content pack for Log

@ vRA-lees Insight provides you with important information across al

¥ vRa-NsX Ednt

¥ vRA - Telemetry Setup |vRealize Automation (VRA) is made up of multiple

< N Instructions | components and as such muitiple configurations and

@ Alerts =] Edr

[#) - CRITICAL ** vRA laaS Services St.. A vRA laaS service has become unav.. Upgrade | Existing vRA 7 Content Pack versions will not be upgraded
Instructions | to this release, as this content pack release is only

[#) - CRITICAL ** vRA license has expi..  Notification when one of the VRA co... Edit

[#) - CRITICAL *** vRA disk is full Windows host(s) have disk thatis at c.

Select All | Select None

v

CANCEL EXPORT

Best practices suggest for any content pack to have:
* Three or more dashboards (dashboard groups)

» Three or more queries (chart/table widgets) per dashboard (nine or
more in total)

* Five or more alerts

» Twenty or more extracted fields OR similar fields delivered viag
Insight Agent parsers ( LI Agent is more efficient from perform
perspective if syslog format forwarding is not mandated b
product/device configuration)

When bundling Content Pack the fields showed.i
Content Pack screenshot are advised to be p

Content Pack versioning is not associated
version. Instead, it can be pointed on the 4

Advised content packversioning forp;
some of solution can also have RE
* MAJOR - major.changes to thg
more new dashboards. Dashk
retirement is‘a sign of majg
* MINOR = minor bud fi
widgets

* REVISION - typi
preparing a versig
revision numbg

process. VmW a re@
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Field Extraction

Any part of a Iog message that might be applicable to a query or aggregatlon can be dynamically extracted from the log by providinga
regular expression. Extracted Fields are a type of regular expression query and are especially useful for complex pattern matchlng, SO
a user does not need to know, remember, or learn complicated regular expressions. However, if the regex definition of the field.is not
optimized for performance it can considerably slow down query performance.

Name Convincing
Extracted field name should match to the following pattern: <product or content pack prefix>_<descriptor_what_is_extracting>.
Example: ms_win_security _audit failed _account name

vm Log Insight Dashboards Interactive Analytics

Count of events over time

Countofevents + 4 overtime - S Add Filter:
Contains 'context=""

Does not contain 'context="""

+ ADD FILTER
Extract field

Events Field Table Event Types Event Trends

14:18:27 Local:2019-25-32 14:18:27] [Infol: [sub-thread-Id="56" [Sontoassm token=""] Processing ping report, report queue depth is @
ntext event_type filepath hostname product token vmw_vra_laas_loglevel priority
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Alerts provide a way to trigger a reaction when a certain type of event is seen.
New Alert Alerts are based on queries performed in Interactive Analytics page.
By default, vRealize Log Insight supports three different types of alerts trigger
Neme | mechanism:
* Email
» notification to vRealize Operations Manager
= « Webhook

Description:

Recommendation:

Ed Alerts can only be saved in user space and as such, all content pack alerts arg
disabled by default. If an enabled alert is created and then exported as part

rjmel:;“ content pack, the alert is disabled in the content pack. This means that en
. webhook and/or vRealize Operations Manager settings are not contai
cannot be added to a content pack.
Configure vRealize Operations Manager integration »
Thresholds: if enabled, a content pack alert does not unintentig
When considering a threshold, there are two_things to keep ig
Rol=s an lecc * How frequently to trigger the alert: vRealize Log Insight cg
: f/:_“*’”j}f_“t__ e trigger frequencies. Important: Alerts only trigger once fqQ
when an event is seen for the Tirst ime In the las <j.>ur> v - WindOW.
den mesten Y8 meenessemammes inaes 7 « How often to check if an alert state has occurred: £
e ey il o ey e 2t ] oty sl e o 1 e v s Alerts, such as queries, are not real-time in the
“ window, a pre-determined query frequency hag

threshold changes the query time.

+ Alert can also be raised every time a ne

For alerts defined in a content pack, thg
sed.

olds should intuitively re
to mark the Criticalit o
on and Recom vava re

should be d

CANCEL SAVE
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Dashboards/widgets

There are two different types of dashboard widgets in VRealize Log Insight:
 Chart: contains a visual representation of events with a link to a saved query.
» Query: contains title links to saved queries.

A chart can either be represented as a bar or line chart (or bubble, pie & area chart) and can be displayed in a stacked fashion.

istom Dashboards
MMy Dashboards

idShared Dashboards
ontent Pack Dashboards

” General

> VMware - VSAN

¥ VMware - VRA 7.3+
General - Overview
General - Problems
VRA - Appliance
VRA - App Authoring
VRA - Catalog Requests
VRA - Composition Service
VRA - Event Broker
VRA - Authentication
VRA - laaS
VRA - NSX

VRA - Telemetry

> VMware - vRops 6.7

> VMware - vSphere

Latest 48 hours of data v e

Display legend on all widgets @ ()

hostname contains v

contains v

contains v

+ ADD FILTER

VRA tenant events by tenant name

VRA non-info events by message type

Count of errors by Cafe component

Al
N

Counts of VRA error events by sub component

component

VRA warning events by sub component

component

cafe:identity

Relevant Queries

VRA error
wRA e
Catslog creste / nts by tenant

VRA Service Intialized by sub-component

Creation of Dashboards/widgets
performed from Interactive Analytig

page
= |

Modification of widge
from widget’s

o1 B

I Open in Interactive Analytics h

vmware

© 2019 VMware Inc. All rights reserved.




Instructions for installation

VMware - vRA 7.3+ Setup Instructions

ealize Automation (VRA) i made o of mulio t Setup instructions for the content pack should give sufficient

VReallze Automation (v ) IS made up o1 multipie components - . .

and as such multiple configurations and multiple content packs details about What user needs to qo to receive the |OgS from

are required in order to harness the power of all the logs the prOdUCt/deWCe. Setup Instructions should Clearly outline

zgjfe“:ttiic'; fﬁg‘fﬁgfﬁ;giz‘;{;@rfqgcckfi”: fcf‘j;gal‘;jgfm the exact steps required in product/device and vRealize Log
' o peees - Insight ( if necessary) for content pack full functional state.

installed and configured:

* vRealize Orchestrator

« NSX (optional) In rare situations if additional configurations are required for
The vRA content pack reqguires the use of the Log Insight agent _SpeC|f|C Wldget funCtlona“ty ( €.g. _StatIStICS, telemetry whic
on both the VRA virtual appliance (Linux) as well as all laaS is not always enabled by default) it can be exceptionally
devices (\rl‘\/‘ndo‘.vs),AThe Log Ir?sigﬁt agent com‘es preinstalled on added to Wldget description
the vRA virtual appliance version 7.01 and newer, but must be
manually installed on all other devices. The agent must be

configured to send events to Log Insight, use the cfapi protoco Setup Instructions should contains.detailed steps
(default), and leverage the included agent group configuration. configure “Remote Syslog Server” on the devi
To apply the agent group configuration: the partners also providing additional config

with delated screenshots and basic troubleg

* Go to the Administration > Agents page (requires
Super Admin privileges)

» Select the All Agents drop-down at the top of
the window and select the Copy Template button to
the right of the appropriate vRealize Automation
agent groups

* Add the desired filters to restrict which agent
receive the configuration (i.e. Linux vs Windows
hosts)

» For laaS Windows hosts, adjust the
canfiniratinne ner vniir inatall nathe and vRA

o | vmware
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Publishing

vmware SOLUTION EXCHANGE

Discover. Engage. Deploy.

SOLUTIONS

Featured Solutions
VMware Cloud on AWS
Top Solutions

New & Noteworthy
Workspace ONE
Compliance

End User Computing
Telco-NFV

PRODUCTS

O vSphere (769)
vRealize Automation - Advanced (20g)
Horizon (with View) (193)

Horizon Clients (193)

8@ 0O 0O0

VvRealize Log Insight 75)

+

See More

Q  juniper

SEARCH RESULTS (1)

VRealize Log Insight 1.5.x X | | vRealize Log Insight 2.0.x X | vRealize Log Insight 1.0.x % | | vRealize Log Insight 4.8.x X

VRealize Log Insight 3.3.x X | | vRealize Log Insight 3.0.x X | | vRealize Log Insight 47.x X

VRealize Log Insight 4.0.x X

Juniper

Juniper Content Pack for VMware
VRealize Log Insight

Version: 1.x
By: Juniper Networks

Updated: Jan-2016

© +100

VRealize Log Insight 4.6.x X

After a content pack has been created by partners.in the
VRealize Log Insight Partner Program, the content pack has to
be reviewed and approved by the vRealize Log Insight
Content Pack team via DCPN, post approval it can be
published to the in-product vRealize Log Insight marketg
and on the VMware Solution Exchange.

The requirements for content pack publishing arg
* Must be a partner in the Log Insight Partner £
 Content pack: a tested VLCP file ready fox
* Logs: Appropriate log bundle that is neg
content pack by Log Insight team, espg
performance perspective.

* Documentation: Information abg
product/application to forward
Some release notes and upg
to a published content pag
« versions of the produ
provided solution

* support informatig
* screenshots frg
dashboards
* (Optional
brings ve
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Support cases

<« C & https//marl mware.com/vsx/solutions/dell-networking-0s9-content-pack-for-vrealize-log-insight?ref=search#support

SOLUTION EXCHANGE
Deploy

SUMMARY TECH SPECS SUPPORT REVIEWS

Support

The Dell Networking Content Pack is supported on any Dell Data Center switches running OS9.
Users can reach out to Dell for support using this email:
support-vrloginsight-dell-networking@dell.com

For general comments and feedback, use this email:

feedback-vrloginsight-dell-networking@dell.com

Hours

24x7

Support Email

support-vrloginsight-dell-networking@dell.com

DELL NETWORKING OS9 CONTENT PACK FOR VREALIZE LOG INSIGHT

The Dell Networking Content Pack for vRealize Log Insight provides extensive visibility and well-organized holistic view of the operational health of Dell Networking switches. The Content Pack helps the user to better search, filter,
sort and analyze in real time syslog messages and alerts generated by Dell Networking switches. The dashboard overview provides a summary of a number of key metrics for the entire network.

Dell Inc.

Request Info

Report Issues

& % €

Sign In

Employee Login

Typical customer issues with Content'Packs
which are not related to Log Insight functionality:

misconfigured environment
log format changes

log expected to be generated but it dog
(configuration steps are not enoug
not sufficient)

All other cases are covered b
Insight Content Pack team
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Useful links

For any clarifications about vRealize Log Insight Content Packs functionality, contact li-cp@vmware.com

Good source of documentation about publishing process, creation of Content Packs:
https://code.vmware.com/web/loginsight

Best practices guideline:
Creating content packs in vRLI

oining the vRealize Log Insight Partner Program
os://code.vmware.com/programs/management/vrealize-loginsight
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https://code.vmware.com/web/loginsight
https://vdc-download.vmware.com/vmwb-repository/dcr-public/3abd146a-fa66-422c-8d8d-4f60540effc6/5bdc37c1-fe96-419b-93d7-065c5e3ec41b/Creating_content_packs_in_vRLI4_5_v5.pdf
https://code.vmware.com/programs/management/vrealize-loginsight

