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Introduction

The Workspace ONE Intelligence APl documentation describes how to query and extract data for use in other business intelligence tools. It also helps with
building General Data Protection Regulation (GDPR) compliant tools and applications with REST APlIs.

Intended Audience

This content is intended for experienced developers who are familiar with Workspace ONE Intelligence data and controls.

Terms

Workspace ONE UEM: The name of the product formerly known as Airwatch.

Workspace ONE Intelligence for Consumer Apps (Workspace ONE Intelligence SDK): The name of the product formerly known as Apteligent.

API Concepts

Host Names

Examples in this document refer to the host https://api.sandbox.data.vmwservices.com. As a customer you will need to substitute the host name
specific to the region in which your data resides. For a list of the regions and endpoints, access URLs to Whitelist for On-Premises by Region.

HTTP Methods

GET: Used to request a single, specific entity/object.

POST: Used to submit a request that requires a JSON body. The JSON body can provide information used to create a new object (for example, Create
Report API) or it can provide information used to control the result set of a query (for example, pagination, search).

Path Parameters

When a URL requires path parameters, those parameters are denoted with curly braces. For example:

URL Path
Parameter
https://api.sandbox.data.vmwservices.com/vl {a} When making this API call, the value "{a}" must be substituted with an
Ireports/{a} appropriate value.

Data Formats

Any HTTP Request Body must be submitted as JSON. The following HTTP header must be included with such requests:

Header Name Header Value

Content-Type application/json
Data returned from the WS1 Intelligence APIs is likewise returned as JSON. A client should always indicate its ability to process JSON in any request:

Header Name Header Value

Accept application/json OR */*

Paging
API requests that return more than a single object are always paged. Paging is controlled with 2 parameters:

Parameter Name Parameter Description Min Max Default
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page_size The number of records to return. 1 1000 100

offset Offset across the entire data set at which the current page starts. 0 <any> 0

Example Request Body (default sort)

"offset": 2000,
"page_si ze": 100

Paging requires the data set to be sorted. Each dataset has a default sort order, but that can be controlled by specifying “sort_ons”, which consist of 2
parameters:

Parameter Name Parameter Description Default Value (for reports)
field The field to sort on. name
order The sort order (ASC or DESC) | ASC

Example Request Body (custom sort)

{
"of fset": 200,
"page_si ze": 1000,
"sort_ons": [
{
"field": "device_enrollnent_user_first_nane",
"order": "DESC'
}
1
}

Search Terms

Search terms is are provided in request as an array. This takes three parameters :

1" These search terms only apply to Workspace ONE SDK Apps APIs

Parameter Parameter Description Default
Name Value

val ue String value used for searching

fields Optional Array of fields to search the value.

operator Optional Search operator specified as a String. This can accept one of the three values : "START_WITH", "CONTAINS"

"CONTAINS", "ENDS_WITH"

Example Request Body :

{
"search_terms": [{
"val ue": "crash",
"fields": ["nane"],
"operator”: "CONTAI NS'
H
}

Authentication
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API calls to WS1 Intelligence are always authenticated using a JSON Web Token (JWT). JWT tokens are submitted as Bearer tokens in an HTTP
Authorization header.

Header Name Header Value

Authorization Bearer <jwt-token>

1 More information about JSON Web Tokens can be found in the RFC: https://tools.ietf.org/html/rfc7519

The site https://jwt.io/ is a helpful tool for parsing JSON Web Tokens.

If access tokens are expired or invalid, the API invoked returns an HTTP status 401 (Unauthorized).

API Error Handling

Input errors always generate an HTTP BAD Request (status 400) along with a JSON body that provides further details about the error. For example:

{
"errors" : [ {
"code" : "FIELD VALI DATI ON',
"message” : "lnvalid value [DES]. Must be one of [asc, desc].",
"violated_property"” : "sort_ons[O0].order"
I
}

Errors is an array with the following fields:

code The error code indicating the type of error.
message More information about the specific error

violated_property | A specific property name (if applicable)

Messages that cannot be parsed, often because they have invalid (unsupported) fields, return an error as follows:

{
“errors" : [ {
"code" : "UNPARSEABLE- MESSAGE",
"message" : ""
]
}

Requests that result in constraint violations (for example, 2 reports with the same name) return errors as follows:

{
"errors" : [ {
"code" : "DUPLI CATE- KEY",
"message” "
I
}

Other standard errors include:

HTTP Status Code Description

401 Authentication failed. Likely your access-token needs to be renewed.

403 Authorization failed. You attempted to access a resource or perform an operation that you are not permitted to do.
404 The resource you attempted to access does not exist.

429 Rate limit exceeded.
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Credentials for APl Access

Configure a Service Account

A service account provides you with a clientld and clientSecret that can be used to obtain a JSON Web Token for calling WS1 Intelligence APIs.

1. In the WSL1 Intelligence Ul, go to Settings Service Accounts.
2. Create a service account.
3. The browser downloads a JSON credentials file with the credential.

Example Credentials File

nanme": "reportscript”,
"t okenEndpoi nt": "https://api.stagi ng. dpa0. or g/ aut h/ consol e/ t oken",
"clientld": "reportscript @38f619e-2db4-4f07-974b- ef b3e5326116. dat a. vimnser vi ces. cont',
“clientSecret": "5b3b835b2adedd28b1862b3bb714e48f 03423010903f 2ec7159031bal1995ad0e",
"aut hori zedGrant Type": [
" CLI ENT_CREDENTI ALS"
1.
"resourcelds": [
"api . dat a. viser vi ces. cont'

® The clientSecret is a password and must be protected.
® After creating the service account, you cannot retrieve the clientSecret again. You may generate a new clientSecret, but this replaces
(invalidates) the original clientSecret.

Obtain an Access Token

Example Request

POST https://auth. sandbox. dat a. vmwser vi ces. conl oaut h/ t oken?grant _type=client_credentials

Header Header Value Notes Example Value
Name
Authorizati | Basic <Base64 The Basi ¢
on encoded username: | username is cmvinb3J0c2NyaXBOQDUz OGY2MT! | LTIKY) Qt NGYWNy 05Nz Ri LW/nYj NI NTMyNj ExXNi 5kYXRhLNnZt d3NI cnZpY2
password> the clientld. VzLm\vbTolYj Ni ODMLYj JhZGVKZDI 4Yj E4AN Ji M2Ji NZEOZTQ4Zj AzNDI zMDEWOTAz Zj JI YZcxNTkwVEFi YTES
OTVhzDBI

The password
is the clientSe
cret.

1" Notice the "auth” prefix on the URI. All other APIs are accessed with an "api" prefix. Only the token endpoint uses the "auth" prefix.
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Example Response

{

"access_token": "eyJhbGci O JSUzI 1IN | sI nR5cCl 61 kpXVCJ9.
eyJzdW i O JyZXBvcnRz Y3JpcHRANTMAZ] Yx ONUt MrRi NCOOZj A3LTKk3NG t ZWZi MULMz| 2MTE2LmRhd GEudml3c2Vydm j ZXMuY29t | i wi YXVk
I'j pbl mMFwaS5k YXRhLNnZt d3NI cnZpY2VzLm\vbSJdLCIuYnYi G ELINTk2MIMzMDYs | nNj b3BI | j pbl mRwYS5zd2VI dHdhdGVvyLnN cnZpY2Uu YWNO
aVWudGvt cGxhdGUI LCIkcGEuYnFsdmvuaWluc XVl cnki LCIkcGEuc3dl ZXR3YXRI ci 5z2ZXJ2aWNl bWOYSI s| mRwYS5zd2VI dHdhdGvy LnF1dGot
YXRpb24i LCIkcCGEua25vY2t vdXQuc XVl cnki LCIkc GEubW/yb@0LNnJI c@ydGll dGFkYXRhI i wi ZHBhLnBy YWbxc3RI ci 5pYWdi LCIkc GEubWy
b@0LNJI cRydCl sl nRWYS5t ZXIsb3Quemvnb3J0dHIhY2t pbrei LCIkc CEubWYb@0LNVzZXJIzI i wi ZHBhLnLl cmxvdC5yZXBvcnROZWLwb GO
ZSl sl nRwYS5zd2VI dHdhdGvyLndvent nb@&31 i wi ZHBhLNN3ZW/0d2F0ZXI uYXVkaXRsb2dzl i wi ZHBhLntl cmxvdC5ventudHI pYWwd3JpdGUi
LCIkc CEubW/yb@0LnFweHII Z21 zdHIhd@ vbi | sI mRwYS5t ZXJsb3Quemvinb3J0c2NoZWR1bGUi LCIkc GEuc3dl ZXR3YXRI ci 5zZXJ2aWNl Y29u
Zm nli wi ZHBhLNN3ZW/0d2F0ZXI ucnVsZS| sl mRwYS5t ZXJsb3QubnB0aWZpY2F0aWdul i wi ZHBhLNN3ZW/0d2F0ZXI uYXV0b21hdd vbnRI bXBs
YXR 1'i wi ZHBhLml cmxvdC5pbnR Z3Jhdd vbi | sI mRwYS5t ZXJsb3Qub3JnLnJl 221 zdHIhdG@ vbi 51cGRhdGUi LCIkc GEubW/yb@0LnRhc2hi
b2FyZCl sl mRWYS5t ZXJsb3QuZXVsYSI s mRwYS5wenmFuc XNOZXI ub2F1dChj bd | bnQ XSwi aXNzl j oi aHROcHMBLY 9hdXRoLnNOYWdpbrtuzZHBh
MC5venti LCI2bXdhemub3JnX2l k1 j oi NTMAZj YxOAUt MrRi NCOOZj A3LTK3NG t ZWZi MRULMz| 2MTE21 i wi ZXhwl j oxNTUSNj E3M A2LClqdGKi
G JhM2E5SOTBnYi 1i NWALTRI ZDkt YWZj MCOOYTY3MARKNTc10G i f Q
1qYGkQuZ6udZZyr Het qCl FJZ2ycwrilt KpXRyd4TMeJdi pkd93MNdqUWwLIf mkl AAAMDAODe-
12i 9ei puLEUSBQWsI JOuf hWsDI j 5St 0p9Nf B4G63ppQOy60_SUi ZFr ZZRSWILShdo7CNz9Pm j k YSWGHE-
YUz HHP1IWOkwux 0ZU3s5eql 4LLn3hj yBaEuaUbOohn_JnLSj _sj r 09af Obl Nay1mlJ620s9yhJy6hquyr SOnK1Yuyb6EC7ch-
zPAKGSok PRPORI Kal z2010WC_NazOybZo901Li 2J9T03qMI6Fa5k6Z6pMIyr 98bMBhFIhOWkgKDE29xbgx 3RRt S3R286 QA" ,

"expires_in": 3599,

"iss": "https://auth.stagi ng.dpa0.org",

"jti": "a3a990f b- b5f 8- 4ed9- af c0- 4a671dd5758b",
“nbf": 1559613306,
"scope": "dpa.sweetwater.service.actiontenplate dpa. bal veni e. query dpa. sweetwat er. servi ceneta dpa.

sweet wat er . aut omat i on dpa. knockout . query dpa. nerl ot.reportnetadata dpa.prangster.iamdpa.nmerlot.report dpa.
nmerl ot.reporttracking dpa. merlot.users dpa.nerlot.reporttenpl ate dpa.sweetwater.workfl ow dpa. sweet wat er.
auditlogs dpa.nerlot.org.trial.wite dpa.nerlot.appregistration dpa.nerlot.reportschedul e dpa. sweetwater.
serviceconfig dpa. sweetwater.rule dpa.nmerlot.notification dpa.sweetwater.autonationtenpl ate dpa. nerlot.
integration dpa.merlot.org.registration.update dpa. nerl ot.dashboard dpa. nerlot.eul a dpa. prangster.oauthclient”,
"token_type": "bearer",
“vmnar e. org_i d*: "538f 619e- 2db4- 4f 07- 974b- ef b3e5326116"

The access_token in the response can be used to call WS1 Intelligence APIs.

Structure of Data

Data is organized in a 3-level hierarchy: / Integration / Entity of Event Type / Attribute.

Example Example Example
@ 2 (©))
Integration Usually the name of the vendor or product that is sourcing the data. airwatch airwatch Not
Applicable
Note: This field is not applicable for
Workspace ONE Intelligence for Consumer
Apps APIs)
Entity or Event Type An Entity would be an object for which the system tracks attributes over device application Intelligence
time. For example, device and users would be entities. SDK
/ Android
An Event Typeis an event that occurs at a point in time. For example, an Crashes
app launch or a notification from a security vendor would both be events.
Attribute An Attribute is a key-value pair associated with an entity or an event type. device_frien | app_packag | Android
For example, a "Device Friendly Name" could be an attribute of a device. dly_name e_id App Version

For API resoponses, the following integration/entity combinations are available:

Category Integration Entity Category (as seen in the WS1 Intelligence Ul)
Apps airwatch application Apps
Devices airwatch device Devices
OS Updates airwatch windowspatch OS Updates
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Device Sensors | airwatch

Intelligence SDK | Not Applicable | e.g. Android Crashes

devicesensors

Device Sensors

Intelligence SDK

Workspace ONE Intelligence SDK Apps Metrics Metadata API

a. Entities API

Entities API returns list of all entities . A searchterm can be used to filter the entities.

Request

POST /vl/metadata/entities

Request information requires following fields in a JSON body :

Field Data Default Description
Type Value
offset integer | 0 Offset across the entire data set at which the
current page starts.
page_si | integer | 100 Min and max values are listed in the Paging
ze section.
sort_ons | Array “entity" in Optional: An ordered array of fields to sort on.
ascending
order
search_ | Array n/a Optional: An array of search terms and the
terms corresponding fields which should be inspected
Sample Request
{
"of fset": O,
"page_si ze": 5,
"search_ternms": [{
"value": "air",
"fields": ["name"],
"operator": "CONTAI NS"
.
"sort_ons": [{
"field": "name
"order": "ASC'
}H
}
Response

Validation

Greater than or equal to 0. Must be less than the total result
size

Greater than 0 and less than MAX PAGE SIZE

Valid sort field. entity is the only sortable field.

Must be a searchable field; "name" is the only searchable
field so only one search term is expected in the request.

Response includes pagination details and list of entities. Pagination details in response can be referred in Paging section.

Description

Field Data
Type
offset integer
page_size | integer
total_count | integer
results Array

Copyright © 2019 VMware. All rights reserved. Proprietary & Confidential

Offset across the entire data set at which the current page starts.
Min and max values are listed in the Paging section.
Total count of result set.

An array of entities. Details are provided in the following table.
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Entities have the following parameters :

Field Data
Type

name String
label String

descrip | String
tion

Description

Name of entity.

User friendly/well known name of entity.

Description of that entity.

Sample Response

"data": {
"page_si ze": 5,
"of fset": O,
"total _count": 25,
"results": [{
"nane": "airwatch. userriskscore",
"l abel": "User Risk Score",
"description": ""
I
{
"nane": "airwatch.userriskscore_tinmeseries",
"label": "User Risk Score For Tineseries data",
"description": ""
}
|
}

2. Attributes API

Attributes API returns list of all attributes for the requested entity. Entity information can be obtained from Entities API listed above.

» Request

POST /vl/metadata/entity/{name}/attributes

"name" is "entity_name" that can be learned from Entities APl which is a required field and if not provided will result in validation error

response.

Request requires following information in a JSON request body :

Field Data
Type

offset integer

page_si | integer
ze

sort_ons | Array

Default
Value

100

"name" in
ascending
order

Description

Offset across the entire data set at which the current
page starts.

Min and max values are listed in the Paging section.

Optional: An ordered array of fields to sort on.
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Validation

Greater than or equal to 0. Must be less than the
total result size
Greater than 0 and less than MAX PAGE SIZE

Valid sort field. "name" is the only allowed sort fields.
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search_ | Array

terms

n/a Optional: An array of search terms and the "name" is the only searchable field, so only one

corresponding fields which should be inspected search term is expected in the request.

Sample json request

{

"of fset": O,

" page_si ze": 100,

"search_terms": [{
"val ue": "version",
"fields": ["nane"],
"operator”: "CONTAI NS'

.

"sort_ons": [{
"field": "nanme",
"order": "ASC'

}

}
* Response

The response has the list of attributes along with entity name and pagination values as follows:

Field

offset

page_si
ze

total_co
unt

entity

results

Data
Type

integer

integer

integer

String

Array

Description

Offset across the entire data set at which the current page starts.

Min and max values are listed in the Paging section.
Total count of result set.
Entity from request.

Array of attributes for the requested entity. The description and fields for each attribute in the list is mentioned
in the following table.

The following is the data sent for each attribute :

Field
name
label
description

data_type

bucketing_allowed

Data Type Description

String Name of the attribute

String Label gives better understanding of attribute name.

String Description of the attribute.

String Attribute data type.

Boolean Bucketing / Filtering for Metrics API will be allowed only when the value is true for the attribute.
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Sample Response

{
"data": {
"of fset": O,
"page_si ze": 100,
"total _count": 25,
"entity": "apteligent.crash_android",
"results": [{
"nane": "devicetype",
"l abel": "",
"description": "Device type",
"data_type": "STRING',
"bucketing_al |l oned" : true
}
{
“name": "app_version",
"l abel": "Android App Version",
"description": "Android App Version",
"data_type": "STRING',
"bucketing_all owed : false
}
]
}
}

Workspace ONE Intelligence SDK Apps Metrics API

POST request : vi/metrics/entity/*

Metrics API returns a metric values for each of the metric names provided in the request body. Currently we only support a single metric name in the

request body.

Metrics API does not support pagination and a maximum of 1k metrics will be returned per request. Request will timeout after 20 seconds.

« Supported Metrics

The following metrics are supported with this API:

METRIC TYPE
AVG
SUM
MIN
MAX
COUNT

COUNT_DISTINCT

ATTRIBUTE DATA TYPES SUPPORTED RESULT DATA TYPE

DOUBLE, FLOAT, INTEGER, LONG DOUBLE
DOUBLE, FLOAT, INTEGER, LONG LONG
DOUBLE, FLOAT, INTEGER, LONG LONG
DOUBLE, FLOAT, INTEGER, LONG LONG
All LONG
All LONG

If metrics are requested with unsupported metric type or on attributes with datatypes that are not supported, HTTP 400 error response will be
returned with appropriate error message.

- Request

POST v1/metrics/entity/*

payload for any entity metrics end point have the following common parameters :
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Field

entity

time_win
dow

metrics

filter

bucketin
g_attribu
tes

num_res
ults_per

_bucketi
ng_attrib
ute

date_attr
ibute_na
me

Data
Type
String

Json
Object

Json
Object

String

Array

Integer

String

Description

Entity name and this is a required field. This can be known from Entiti
es API.

This object takes time range in one of the time span or date range
with start and end time or just start time. This is required and if none
are provided in the request it results in validation error .

Specifies an array of the metric function to be applied on the attribute.
The attributes can be known from the Attributes Metadata API. This is
arequired object and takes "name" and "function" required fields.

String of filter attributes that follows ANTLR grammar. Optional.

Array of grouping attributes known from Attributes Metadata API.
Metrics will be returned within the time range for each bucket. Option
al. Currently this field is not supported for Rolling window type
requests. If provided in the request, it will be ignored.

An optional field that defines number of buckets per data point. A
data point corresponds to sampling interval size. "simple_timerange"
will have one data point and "histogram™ or "rolling window" number
of data points is based on number of sampling intervals.

Optional date field to be used for computing metrics and the data
type of the attribute should be date.

time_window has the following fields :

Field

start_ti
me

Data
Type

String

end_time| String

timespan| String

Description

Date in the format "yyyy-mm-ddTHH:MM:SSz". Optional. Either this or timespan should be present.

Otherwise results in validation error.

Date in the format "yyyy-mm-ddTHH:MM:SSz" . Optional, if not provided considered as current time.

Mentions the span of time to calculate metrics. Accepted time units and sample are provided in the
following table.Optional, either this or start_time are mandatory in the request.

timespan {
"duration” : duration of the request,
"unit" : time unit

}

Copyright © 2019 VMware. All rights reserved. Proprietary & Confidential

Validation

Non empty String and a valid entity name.

Validation of date values or time span. 1)The timewindow cannot
exceed 90 days. 2) Either of start_time or Timespan should be
present in the request but not both. 3) Only end_time is not valid.

Should be one of the listed aggregation functions. Upto 5
metrics are allowed in each request. At this point only one Metric
is supported.

Only attributes that have bucketing/filtering set to true from
Attributes API are allowed.

Only attributes that have bucketing/filtering set to true from
Attributes API are allowed. Maximum of 10 bucketing attributes

per request are allowed but the more the number of bucketing
attributes, number of buckets per data point will be less.

Validation

Date format validation.

Date format validation.

Valid Time Units :
Seconds, Minutes, Hours,
Days, Weeks, Months, Years.
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Sample Request

Sample Request

"entity": "apteligent.net_event",
"tinme_wi ndow' : {
"timespan" : {
"duration" : 10,
"unit" : " DAYS'
}
1,
"date_attribute_nane": "adp_nodified_at",
"metrics": [{
"nanme": "bytes_sent",

"function": "AVG
H

“filter": "app_id = 'e7f33c1ld0df 740ala436f 64ed5d43f 7600555305" *,
"bucketing_attributes” : [ "_url_host","http_status_code" ],

"numresul ts_per_bucketing_attribute": 40

- Response

Response has the following fields :

Field Data Description
Type
entity String entity received in request.

result_type | String Result type is the request end point type sent back in response.

is_complete | Boolean | If this field is present it indicates that entire dataset is not returned in response and to retrieve additional data, request should
_dataset be adjusted (time window or sampling interval size or cardinality) and re tried.

metadata Object | This contains metadata for all the aggregation and bucketing attributes and

date_attribute_nane

"metadata": {
"date_attribute_nane": date attribute used for aggregations,
"attributes": {
"attribute_name": {
"l abel ": <attribute_| abel >,
"data_type": <attribute_datatype>

result Array Array of response objects as shown in the next table.
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Each object in result array has the following fields :

Field

metric_

value

start_ti
me

end_ti
me

bucketi
ng_attri
butes

Data Type
Array of objects that contain metric details from
request and value whose Result data type varies
based on the aggregate function, aggregation attribute
and aggregation function.

String

String

Object

Copyright © 2019 VMware. All rights reserved. Proprietary & Confidential

Description

The result data type differs by aggregation functions and is listed in Supported
Metrics section above.

Start time for the metric will be returned in the format "yyyy-mm-ddTHH:MM:ssZ" if
milliseconds equals 0. If milliseconds has value then format will be "yyyy-mm-ddTHH:
MM:ss.SSSZ". Start time and end time will be set to current time for non- time series
/snapshot requests.

End time for that metric will be returned in the format "yyyy-mm-ddTHH:MM:ssZ" or
if milliseconds has value then "yyyy-mm-ddTHH:MM:ss.SSSZ"

This is returned only if request has bucketing attributes. This has key, value pairs for
each bucketing attribute in the request.
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Sample Response

Sample Response

"data": {
"entity": "apteligent.net_event",
"result_type": "SI MPLE_TI MERANGE",
"metadata": {
"date_attribute_nane": "adp_nodified_at",
"attributes": {
"http_status_code": {
"| abel": "HTTP Status Code",
"data_type": "INTEGER'
I
"_url_host": {
"l abel ": "URL",
"data_type": "STRING'
}
"bytes_sent": {
"l abel": "Data Qut",
"data_type": "LONG'

}
H
"is_conpl ete_dataset": false,
"result": [{
"start_time": "2020-08-23T00: 00: 00Z",
“end_tinme": "2020-09-02T18: 43: 02. 257",
"bucketing_attributes": {
"http_status_code": 505,
"_url_host": "api.event.gov"
H
"metrics_values": [{
"nane": "bytes_sent",
"function": "AVG',
“val ue": 498.22222222222223

}H

"start_time": "2020-08-23T00: 00: 002",
“end_tinme": "2020-09-02T18: 43: 02. 257",
"bucketing_attributes": {
"http_status_code": 413,
"_url _host": "api.event.gov"
I
"metrics_values": [{
"nane": "bytes_sent",
"function": "AVG',
"val ue": 506.64814814814815

}H

Truncated for sanple

Requests With Simple Time Window

POST /vl/metrics/entity/simple_timerange

Copyright © 2019 VMware. All rights reserved. Proprietary & Confidential Page 14



simple_timerange end point takes the time window and returns result over the time range. If the entity has non time-series data the metrics will be

calculated over the entire data and not for the time window. "start_time" and "end_time" will be set to current time in results for non timeseries/snapshot
requests.

This end point does not have any additional request fields and uses the fields defined here.

Sample Request

Sample Request

"data": {
"entity": "apteligent.net_event",

"tinme_wi ndow': {
"tinmespan": {
"duration": 59,
“unit": "DAYS"

b

"metrics": [{
"name": "bytes_sent",
"function": "AVG

H

Sample Response

Sample Response

"data": {
"entity": "apteligent.net_event",
"result_type": "SI MPLE_TI MERANGE",
"metadata": {
"date_attribute_nane": "adp_nodified_at",
"attributes": {
"bytes_sent": {
"l abel": "Data Qut",
"data_type": "LONG'

}
o
"result": [{
“start_tinme": "2020-06-28T00: 00: 00Z",
"end_time": "2020-08-26T23: 50: 59. 3542",
"bucketing_attributes": {},
"metrics_values": [{
"nane": "bytes_sent",
"function": "AVG',
"val ue": 499.3219479430131
}H
}H
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Histogram Requests
vl/metrics/entity/histogram

The histogram option return metrics for each sampling interval size within the specified time window.

Request :
The other time_window fields common for all requests can be found here. In addition to them the following is needed for histogram requests.

Field Data Description Validation
Type
samplin | Object interval for which metrics have to be calculated. This is required Interval should be less than the time range specified. If request start and end
g_interv attribute. This takes two fields unit to specify the time unit and date range is for 1 days and interval size is 2 days, error response will be
al duration for the interval size. returned with invalid interval size.

Sample Request

Sample Request

{
"data": {
"entity": "apteligent.crash_ios",
"time_wi ndow': {
“start_time": "2020-08-18T23: 06: 31. 000Z",
"end_tine": "2020-08-25T00: 33: 18. 000Z2"
H
"sanpling_interval": {
"duration": 1,
"unit": "DAYS'
I
"date_attribute_nane": "adp_nodified_at",
"metrics": [{
"nane": "devi ce_nodel ",
"function": "COUNT"
L
"numresul ts_per_bucketing_attribute": 10
}
}
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Sample Response

Sample Response

"data": {
"entity": "apteligent.crash_ios",
"result_type": "H STOGRAM',
"metadata": {

"date_attribute_nane": "adp_nodified_at",
"attributes": {
"devi ce_nodel ": {
"] abel": "Device Mdel",

"data_type": "STRI NG'

}
b

"result": [{

"start_time": "2020-08-18T23:06: 312",
“end_time": "2020-08-19T00: 00: 00Z",

"bucketing_attributes": {},

"metrics_values": [{
"nane": "devi ce_nodel ",
"function": "COUNT",
"val ue": 765

}H
b
{
“start_time": "2020-08-19T00: 00: 00Z",
"end_tine": "2020-08-20T00: 00: 00Z",
"bucketing_attributes": {},
"metrics_values": [{
"nane": "devi ce_nodel ",
"function": "COUNT",
"val ue": 18402
}H
}

}
}

Response truncated for denonstration.

Rolling Window Requests

vl/metrics/entity/rolling_window

Rolling window is a specialized variation of histogram requests. Rolling window will calculate metrics using the interval and the rolling window size. For

each interval within the requested time range, metrics will be calculated for rolling window size.

For example if rolling window request is as follows :
"time_window" : {

"type" : "rolling_window",
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"start_time": "2020-04-27",
"end_time": "2020-04-30",
"sampling_interval" : "1 DAYS",
"window_size" : "7 DAYS"

}
Response metrics will approximately be returned for following intervals:
2020-04-18 to 2020-04-27
2020-04-19 to 2020-04-28
2020-04-20 to 2020-04-29
2020-04-21 to 2020-04-30
The above is for demonstration purpose only and the actual values may differ slightly depending on the current time or if any time is specified in request
along with date.

Request :

Rolling window request is similar to histogram, "window_size" is the only additional attribute from histogram. The following are additional fields for
rolling_window in addition to the common fields :

Field Data Description Validation
Type
sampling | Object Similar to sampling_interval Accepted time units are "HOURS" and "DAYS". The interval size should be within the
_interval requested time range otherwise results in validation error.

window_s | Object Required. This also takes duration for window size and | Accepted time units are "HOURS" and "DAYS".
ize time unit similar to sampling interval.

Note : "bucketing_attributes" is currently not supported for rolling window requests and will be ignored if present in the request .

Sample Request

Sample Request

{
"data": {

"entity": "apteligent.crash_ios",

"time_wi ndow': {
“start_time": "2020-08-11T23:06: 31. 000Z",
“end_time": "2020-08-25T00: 33: 18. 000Z"

}.

"sanpling_interval": {
"duration": 1,
“unit": "DAYS"

I

"wi ndow_si ze": {
"duration": 2,
“unit": "DAYS"

}.

"metrics": [{
"nanme": "disk_space_free",
"function": "M N'

}H

}
}
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Sample Respone

Sample Response

{
"data": {
"entity": "apteligent.crash_ios",
"result_type": "ROLLI NG_W NDOW ,
"metadata": {
"date_attribute_nane": "adp_nodified_at",
"attributes": {
"di sk_space_free": {
"l abel": "",
"data_type": "LONG'
}
}
},
"result": [{
“start_time": "2020-08-10T23: 06: 312",
"end_tine": "2020-08-12T23: 06: 312",
"bucketing_attributes": {},
"metrics_values": [{
"nane": "di sk_space_free",
"function": "MN',
"val ue": 1449.0
}H
b
{
"start_time": "2020-08-11T23:06: 312",
"end_tine": "2020-08-13T23: 06: 312",
"bucketing_attributes": {},
"metrics_values": [{
"nanme": "disk_space_free",
"function": "M N',
"val ue": 1449.0
}H
}
]
}
}

Response truncated for denonstration.

Report Metadata API

1" For Workspace ONE Intelligence SDK Apps, Report APIs are not available (Coming soon!).

A meta-data API is available to show which attributes are available for a particular entity. The general form of this query is:

GET https://api.sandbox. data. vimaservi ces. comfvl/netal/integration/{integration}/entity/{entity}/attributes.

The following example shows how to retrieve attribute information for integration airwatch and entity device.

Example Request

GET https://api.sandbox. data. vimwservi ces. com vl/ meta/integration/airwatch/entity/device/attributes

Copyright © 2019 VMware. All rights reserved. Proprietary & Confidential

Page 19



Example Response

200 &K
{
"data": [
{
"classifications": [
{
"| abel ": "Device",
"nane": "DEVICE"
}

1

"custont': false,

"data_type": "BOOLEAN',
"description": "Personal
"description_avail abl e":

"entity": "device",
"groups": [

{

"description":

Hot spot Enabl ed",
fal se,

"Status of a device",

"id": "al6e37d7-5a96-4236-8787- 7ab9bl177cf 4b",

"l abel": "Device Status",
"nane": "device_status"
H
{
"description": "Attributes of a device",
"id": "1leb56f89a-12eb-41c6-abab-a96808275951",
"l abel": "Device Attributes",
"nane": "device_attributes"
}
1.
"integration": "airwatch",
"l abel ": "Personal Hotspot Enabled",
"nane": "devi ce_personal _hot spot _enabl ed",
"presentation_type": "RADI O',
"suggestion_supported": false,
"supported_operators": [
{
"description": "Equals",
"l abel ": "Equal s",
"nane": "EQUALS",
"single": true,
"val ue": "="
}

}
]

< RESULTS TRUNCATED FCR READABI LI TY >

Create Report API

Report creation requires the following information get encoded in a JSON request body:

Field Value (see example below)
name BK - APl Testl - Enrolled
Devi ces

description | All enrolled devices with

details
integration | ai rwat ch
entity devi ce

Description

Free-form text string naming the report. It must be unique within the context of
a customer.

Free-form text string describing the report.

Identifies the integration from which the data will be sourced.

Identifies the entity from which the data will be sourced.
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/Optional
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required

Default
Value
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column_na | Any array of colum nanes Indicates which attributes of / airwatch / device / will appear in the report. required

mes
filter A filter expression Selects which devices will appear in this report. In this case, the filter specified required
"Enrolled" devices.
recipients An array of emmil address Indicates who should receive the output of the report. optional <empty>

obj ects

Example Request
POST https://api.sandbox. data. vimaservi ces. confvl/reports

JSON body:

"col um_names": [
"devi ce_| ast _seen",
"devi ce_friendl y_nane",
"device_corp_liable",
"devi ce_enrol | ment _user_nane",
"devi ce_enrol | ment _user_first_nanme",
"devi ce_enrol | ment _user_| ast _nane",
"device_enrol | ment _user_email",
"device_pl atfornt,
"devi ce_os_version",
"devi ce_nodel _nane"

I

"description": "All enrolled devices with details",
"entity": "device",

"filter": " device_enrollment_status = 'Enrolled ",
"integration": "airwatch",

nane": "BK - APl Test1l - Enrolled Devices",
"recipients": [
{

"emmil": "Margaret.thatcher @nware. cont
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https://api.sandbox.data.vmwservices.com/v1/reports

Example Response

201 CREATED
{
"data": {
"col um_nanes": [
"devi ce_| ast _seen",
"device_friendly_nanme",
"device_corp_liable",
"devi ce_enrol | ment _user_nane",
"devi ce_enrol | nent _user_first_nane",
"devi ce_enrol | ment _user_| ast _nane",
"device_enrol | ment _user_email",
"device_platfornt,
"devi ce_os_version",
"devi ce_nodel _nane"
1.
“created_at": "2019-06-03T17:13: 07.440Z",

“created_by": "f65716f4-0d44-4c50-8cca-05d1306f bf 77",

"description": "All enrolled devices with details",
"entity": "device",

"entity_label": "Devices",

"filter": "device_enrollnment_status = '"Enrolled ",

"filter_condition": {
"attribute": "device_enroll nent_status",
"customattribute": false,
"operand_col | ection_present": false,
"operands": [

{
"data_type": "STRING',
"operand_type": "BasicOperand",
"val ue": "Enrolled"
}
1
"operator": "=",

"parent hesi zed": false
I
"id": "5f2c2fal-e9ec-4c55-9649- b3f babf 4d116",
"integration": "airwatch",
“nodi fied_at": "2019-06-03T17:13: 07. 440Z",
"nane": "BK - APl Testl1l - Enrolled Devices",
"recipients": [

{
"created_at": "2019-06-03T17: 13: 07. 440Z",
"created_by": "f65716f 4- 0d44- 4c50- 8cca- 05d1306f bf 77",
"emmil": "Margaret.thatcher @nware. cont

}

I,
"total _downl oads": O,
"total _schedules": 0

IMPORTANT

The important part of the JSON response is the "ID" returned by the system.

"5f 2c2f al- e9ec- 4c55- 9649- b3f babf 4d116"

This report identifier is used in subsequent API calls to setup schedules, run the report, and download the results.

1" Once areport has been created, there are 2 facilities available for running the report. You may run the report any time by calling the "run report"

API. You may also schedule the report to execute periodically.
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Run Report API

Example Request

1" Note that the report identifier obtained via the "create report API" (see above) is used in this API call to run the report.

POST https://api.sandbox. data. vimaser vi ces. cont v1l/ reports/5f2c2fal- e9ec- 4c55- 9649- b3f babf 4d116/ run

Example Response

"data": {
"active": true,

“created_at": "2019-06-03T17:28: 24. 5547",

"created_by": "f65716f4- 0d44- 4c50- 8cca- 05d1306f bf 77",

"cron_expression_detail": {
"frequency": " ONCE"
}

"id": "749b30e0- 6e75-4d58- ba90- 3el175e2b8h8e",

"nodi fied_at": "2019-06-03T17:28: 24. 5547",
“nodi fied_by": "f65716f4-0d44-4c50-8cca-05d1306f bf 77",

"name

": "Single run report request 5f5abb88-ea63-43bf-8738-ed0c6a7b345a",

"report_id": "5f2c2fal-e9ec-4c55-9649- b3f babf4d116",

"schedul e_type": "ADHOC',
"start": "2019-06-03T17: 28: 24. 5532"

The ID returned in the JSON response ("749b30e0-6e75-4d58-ba90-3e175e2b8b8e") is the internal report schedule ID. This identifier is not

referenced further in this document.

Schedule Report API

Report Schedule creation requires the following information get encoded in a JSON request body:

Field Value (see example below)
name Schedul e Test Hourly
report_id 5f 2c2f al- e9ec- 4¢55- 9649-

b3f babf 4d116

schedule_type CRON

start 2019- 06-03T19: 00: 00. 000Z

cron_expression_detai | {

Is "frequency": "HOURLY",
"hourly": {
"interval": 4
}
}

Example Request

Description

The schedule name

The report ID returned by the Create Report API

CRON (meaning scheduled)

The time at which the schedule takes effect (maybe be in the
future)

Specifies that the report should be run every 4 hours

POST https://api.sandbox. dat a. vmnser vi ces. cont vl/ reports/schedul es
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"cron_expression_detail": {

"frequency": "HOURLY",

"hourly": {

"interval": 4

}
b
"nane": "Schedul e Test Hourly",
"report_id": "5f2c2fal-e9ec-4c55-9649- b3f babf4d116",
"schedul e_type": "CRON',
"start": "2019-06-03T19: 00: 00. 000Z"

Example Response

"data": {
"active": true,
"created_at": "2019-06-03T18: 24: 56. 199Z2",
“created_by": "f65716f4-0d44-4c50-8cca- 05d1306f bf 77",
"cron_expression_detail": {
"frequency": "HOURLY",
"hourly": {
"interval": 4
}
}
"id": "5a384bd7-9ac4- 46bb- a810- 59e0b498d99f ",
“nodi fied_at": "2019-06-03T18: 24: 56. 1997",
“nodi fied_by": "f65716f4-0d44-4c50-8cca-05d1306f bf 77",
"name": "Schedul e Test Hourly",
"report_id": "5f2c2fal-e9ec-4c55-9649- b3f babf4d116",
"schedul e_type": "CRON',
“start": "2019-06-03T19: 00: 00. 000Z"

Additional Scheduling Options

The example above shows hourly scheduling. The following enumerates the complete list of cron expressions supported:

Desired Frequency frequency JSON format

Only once ONCE "cron_expression_detail" : {
"frequency" : " ONCE"
}
Each hour HOUR "cron_expression_detail": {
"frequency": "HOURLY",
"hourly": {
"interval": 4
}
}
Each day DAILY "cron_expression_detail": {
"frequency": "DAILY",
"hour": 17,

"mnute": 15
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Each week WEEKLY "cron_expression_detail": {
"frequency": "WEEKLY",

"hour": 17,
"m nute": 15,
"weekly": {
"days_of _week": [
" SUN',
"\VED"
]
}
}

Each month MONTHLY "cron_expression_detail": {
"frequency": "MONTHLY",
"hour": 17,

"m nute": 15,
"monthly": {
"day_of _nonth": 5
}
}

Each year YEARLY "cron_expression_detail": {
"frequency": "YEARLY",
"hour": 17,

"mnute": 15,
"yearly": {
"day_of _nonth": 5,
"mont h": " JANUARY"
}
}

Available Downloads API

When data from your report execution is available, it displays as an available download in the available downloads API.

POST https://api.sandbox. data. vimaser vi ces. conf vl/ report s/ 5f 2c2f al- e9ec- 4c55- 9649- b3f babf 4d116/ downl oads/ sear ch

JSON Request Body

"of fset": O,
"page_si ze": 100

The JSON body can be unspecified ({}). This defaults the paging parameters to page_size: 100 and offset:0. The value of these parameters are reflected
back in the JSON response below.
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JSON Response Body

"data": {
"of fset": O,
"page_si ze": 100,
"results": [
{
"created_at": "2019-06-03T17: 28:47. 146Z",
"created_by": "f65716f4- 0d44- 4c50-8cca- 05d1306f bf 77",
"id": "416c1890- 70d5-4261- a440- d2dc402e52cf ",
"l ocation": "reports/538f619e-2db4- 4f 07- 974b- ef b3e5326116/ 5f 2c2f al- e9ec- 4¢55- 9649- b3f babf 4d116
/| BK- - - APl - Test 1- - - Enr ol | ed- Devi ces-2019- 06- 03-17-28- UTC. csv",
"modi fied_at": "2019-06-03T17:29: 01. 873Z2",
"modi fied_by": "11223344-5500-0000- 0000- 000000000000",
"processing_time_mllis": 12660,
"report_id": "5f2c2fal-e9ec-4c55-9649-b3f babf4d116",
"report_schedul e_id": "749b30e0- 6e75- 4d58- ba90- 3e175e2h8b8e",
"start_time": "2019-06-03T17: 28: 47.740Z",
"status": "COWLETED'

"created_at": "2019-06-03T17: 13: 15. 5457",
“created_by": "f65716f4-0d44-4c50-8cca- 05d1306f bf 77",
"id": "397e00f b- 5c32- 439d- b4f c- a657458c9f 6d",
"l ocation": "reports/538f619e-2db4- 4f 07- 974b- ef b3e5326116/ 5f 2c2f al- e9ec- 4¢c55- 9649- b3f babf 4d116
/ BK- - - APl - Test 1- - - Enr ol | ed- Devi ces-2019- 06- 03-17- 13- UTC. csv",
"modi fied_at": "2019-06-03T17: 13: 33. 616Z2",
“nodi fied_by": "11223344-5500- 0000- 0000- 000000000000",
"processing_time_mllis": 13967,
"report_id": "5f2c2fal-e9ec-4c55-9649- b3f babf4d116",
"report_schedul e_id": "600300be- 7958- 4158- a550- dcca31186f d4",
“start_time": "2019-06-03T17:13: 17. 546Z",
"status": "COWPLETED'
}
I

"total _count": 2

The JSON body provides "report tracking" identifiers for 2 different data sets that are available for download (both have a status "COMPLETED"):

® "id": "416c1890-70d5-4261-a440-d2dc402e52cf"
® "id": "397e00fb-5¢c32-439d-b4fc-a657458c9f6d"

These identifiers can now be used to download the contents of this run of the report, now or at any other point in the future.

Download Report API

Using the report tracking identifiers from the previous step, we can now download the data associated with our report. This is a 2-step sequence:

1. Get a URL to the actual location of the report output.
2. Download the report data from that location.

Get the Location of the Report Output

Example Request

CET https://api.sandbox. data. vmwservi ces. confvl/reports/tracki ng/ 416c1890- 70d5- 4261- a440- d2dc402e52cf/ downl oad
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Example Response

302 FOUND

date: Mon, 03 Jun 2019 17:52:20 GMI

content-length: O

location: https://storage. stagi ng. dpa0. org/ reports/538f 619e- 2db4- 4f 07- 974b- ef b3e5326116/ 5f 2c2f al- e9ec- 4¢55- 9649-
b3f babf 4d116/ BK- - - API - Test 1- - - Enr ol | ed- Devi ces- 2019- 06- 03- 17- 28- UTC. csv?

Expi r es=1559587940&Si gnat ur e=WWe7nUi 29z QyNZVdvDSdy6ECf AdbT~eFyONo7Z4n5qz8nnPJuRf r N8Jf ul WHwzuay Y3qt - gOBw

yEhFZs Xf PUUYEuUr ~sa6JZTt TL2ZLSc 3V] 4Rmax HCTD4EF- hWhPOL 7 S8 XQo Xy MKR-

FTj gS7P80WVEQj DepaFEPZj SLXWKBAX 16l 6nhk GoRz Bkbl WjGe51bUS19MVdnOy Hr MHeOPT1T7XxgEYCeF4t TYyPNpy 2w XTOr XN8KI Q90aR8EBt x
nyhdZMZ~6PMA9pCOol hoM4j w3BoUx 71 peNknmgj t Mkt x| XYMbZAh4E~TCLGVpbH ZpOwopxr NALf 8RXT4050RsKi St 9j g__&Key- Pai r -

| d=APKAJP6P5AI T76C66HUQ

1" Theresponse is an HTTP redirect to a secure URL where the report contents can be downloaded.

Download the Report Output

Example Request (following the redirect)

CET https://storage. stagi ng. dpa0. or g/ reports/538f 619e- 2db4- 4f 07- 974b- ef b3e5326116/ 5f 2c2f al- e9ec- 4c55- 9649-

b3f babf 4d116/ BK- - - API - Test 1- - - Enr ol | ed- Devi ces-2019- 06- 03- 17- 28- UTC. csv?

Expi r es=1559587940&Si gnat ur e=WW7nUi 29z QyNZVdvDSdy6ECf AAbT~eFyONo7Z4n5qz8nnPJuRf r N8Jf ul WHwzuay Y3qt - gOBw

yEhFZsXf PUUYEUr ~sa6JZTt TL2ZLSc3Vj 4RmaxHCTD4EF- hWhPOL7 S8 XQo Xy MKR-

FTj qS7P80WEQj DepaFEPZj SLXWKBAX 16l 6nhk GoRz Bkbl WyGe51bUS19M/dnOy H MnHeOPT1T7xgEYCeF4t TYy PNpy 2wv XTOr XN8KI Q90aR8EBt xny
hdZMz~6PVA9pC0ol hoM4j w3BoUx 71 peNkngj t Mkt x| XYMbZAh4E~TC1GVpbHj ZpOwopxr NALf 8RXT4050RsKi St 9j g__&Key- Pai r -

| d=APKAJP6P5AI T76C66HUQ

Example Response

200 &K
content-type: application/octet-stream
content-Ilength: 463736

devi ce_| ast _seen_utc, devi ce_friendl y_nane, devi ce_corp_Ii abl e, devi ce_enrol | nent _user _nane,

devi ce_enrol | ment _user _first_nane, devi ce_enrol | ment _user _| ast_nane, devi ce_enrol | nent _user_enui |, devi ce_platform
devi ce_os_version, devi ce_nodel _nane

"2019- 05-04-17: 40: 30 UTC',"VELMA' s i Pad Pro", Corpor at eDedi cat ed, wsli ntel . 12983, VELMA, Bvwor ks, "wslintel .
12983@ws1.intel ligent.staging. dpa0. org", Appl e, 8.4. 1, "i Phone SE"

"2019- 05-31-13:10: 33 UTC', "I NGER s i Phone 7 Pl us", Corpor at eDedi cat ed, wsli ntel . 1488, | NGER, Becquart, "wslintel.
1488@ws1.intel ligent.staging.dpa0.org", Apple,9.0.2,"iPad Air 2"

"2019- 04-29-22: 36: 32 UTC', "KRI STEEN s i Phone 6S", Cor por at eDedi cat ed, wsli nt el . 13390, KRI STEEN, Dayberry, "wslintel .
13390@w1.intelligent.staging.dpa0.org", Apple,9.3.2,"iPad Air"

Report Preview API

For small searches for targeted data, the report preview API can be used to extract data. This API returns no more than 1000 results. Calling it repeatedly
is discouraged and you will likely exceed the rate limits for your organization.

Example Request
PCST https://api.sandbox. dat a. vimwser vi ces. conf v1/ reports/ 5f 2c2f al- e9ec- 4c55- 9649- b3f babf 4d116/ pr evi ew

JSON Request Body:
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"of fset": O,
"page_si ze": 3,
"sort_ons": [
{
"field":
"order":

"devi ce_enrol | ment _user_first_nanme",

" DESC"

Example Response

200 &K
{
"data": {
"of fset": O,
"page_si ze":
"results": [
{
"devi
"devi
"devi
"devi
"devi
"devi
"devi
"devi
"devi

"docunent _i d":

ce_corp_liable":

ce_friendl y_name":

"Undef i ned",
ce_enrol | ment _user_email":
ce_enrol | ment _user_first_nanme":
ce_enrol | ment _user_| ast_nane":

ce_enrol | ment _user _nane":

"wslintel.18218@ws1.intelligent.staging.dpal.org",
" ZULEMA",

"Pl ayatuna",

"wslintel.18218",

"ZULEMA's i Pad M ni 4",

ce_| ast _seen": 1543530146000,
ce_os_version": "8.2.3",
ce_platforni: "Apple",

"538f 619e- 2db4- 4f 07- 974b- 18218",

"entity_nanme": "airwatch_device",
"integration": "airwatch"

I

{
"device_corp_liable": "Undefined",
"device_enrol | ment _user_email": "wslintel.14386@s1.intelligent.staging.dpa0.org",
"device_enrol | ment _user_first_nanme": "ZULEMA",
"devi ce_enrol | ment _user | ast_nane": "Tonelli",
"devi ce_enrol | ment _user_nane": "wslintel.14386",
"device_friendl y_nane": "ZULEMA's i Pad Mni 4",
"device_l ast_seen": 1505741655000,
"device_os_version": "8.1.1",
"device_platforn: "Apple",
"docunent _i d": "538f619e-2db4- 4f 07- 974b- 14386",
"entity_nanme": "airwatch_device",
"integration": "airwatch"

b

{
"device_corp_liable": "Enmpl oyeeOmned",
"device_enrol | ment _user_email": "wslintel.17123@s1.intelligent.staging.dpa0l.org",
"devi ce_enrol | ment _user_first_nane": "ZULA",
"device_enrol | ment _user_| ast _nane": "Whal ey",
"devi ce_enrol | nent _user_nane": "wslintel.17123",
"device_friendly_nane": "ZULA's Apple TV 4th Ceneration",
"device_l ast_seen": 1559000190000,
"devi ce_nodel _nane": "iPad Pro",
"device_os_version": "9.2. 3",
"device_platfornt: "Apple",
“docunent _i d": "538f619e-2db4- 4f 07- 974b- 0000000042e3",
"entity_name": "airwatch_device",
"integration": "airwatch"

}

I

"total _count”

. 2796
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Report Search API

This API allows you to see which reports have been created. The "results" array in the response is an array of report definitions.

Example Request

POST https://api.sandbox. data. vmaservi ces. conf vl/ reports/search

JSON request body:

"of fset": O,
"page_size": 2

Example Response

"data": {
"offset": O,
"page_si ze": 2,
"results": [

Bol t s’

{

"col um_names": [

I

"app_nane",

"devi ce_friendl y_nane",
"device_pl atfornt,

"devi ce_os_version",
"app_version",
"app_package_i d",
"app_install _status",
"app_install_status_reason",
"app_| ast _seen",

"devi ce_l ast _seen",

"app_i s_managed",

"devi ce_| ocati on_group_nane",
"app_type",

"device_enrol | ment _status",
"app_bundl e_si ze_byt es",
"app_is_installed"

"created_at": "2019-05-24T18: 31: 40.2982",

"created_by":

"entity": "application",
"entity_label": "Apps",

"filter":

)"

"filter_condition": {

"customattribute": false,
"l hs": {

"attribute": "device_enroll nent_status",

"customattribute": false,
"operand_col | ection_present": false,
"operands": [
{
"data_type": "STRING',
"operand_type": "BasicQOperand",

"val ue": "Enroll nentlnProgress”

}

1.

"operator": "=",

"parent hesi zed": false
b
"| ogi cal _operator": "AND',
"operand_col | ection_present": false,
"parent hesi zed": fal se,
"rhs": {
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"attribute": "app_nane",
"customattribute": false,
"operand_col | ection_present": true,
"operands": [

{
"data_type": "STRING',
"operand_type": "BasicOperand",
"val ue": "-47Sports.Bolts"
}
1.
"operator": "IN',

"parent hesi zed": fal se
}
}
"id": "d6af 20e2- 6bd0- 4d89- a7al- 0d5f 09507836",
"integration": "airwatch",
"modi fied_at": "2019-05-27T18: 37: 09. 408Z2",
"modi fied_by": "f65716f4-0d44-4c50-8cca- 05d1306f bf 77",
"name": "Al Apps",
"share_view': {
"created_at": "2019-05-28T05: 38: 34. 535Z",
"created_by": "f65716f4-0d44-4c50-8cca-05d1306f bf 77",
"share_id": "1c951014- 02f 4- 46f 8- 8569- 0f d55ae88581",

"shareabl e_link": "https://api.staging.dpa0. org/share/ al 1c951014- 02f 4- 46f 8- 8569-

0f d55ae88581"
}
"total _downl oads": 12,
"total _schedules": 1

"col um_names": [
"devi ce_enrol | ment _user_nane",
"devi ce_friendl y_nane",
"wi npat ch_revision_id",
"wi npat ch_update_i d",
npat ch_kb_nunber ",
npat ch_updat e_st at us",
npat ch_approval _status",
npat ch_assi gnnent _st at us",
npat ch_updat e_cl assi fication",
npat ch_appr oved_dat e",
npat ch_publ i sh_date",
"devi ce_enrol | mrent _date",
"devi ce_enrol | ment _status",
"devi ce_| ast _seen",
"devi ce_unenrol | rent _dat e",
"device_enrol | ment _user_emil",
"devi ce_os_version",
"devi ce_nodel ",
"wi npat ch_kb_subject",
"w npat ch_updat e_t ype",
"w npat ch_kb_desc"

=)

1.
"created_at": "2019-05-08T22: 22: 49. 325Z",
“created_by": "f65716f4-0d44-4c50-8cca- 05d1306f bf 77",
"description": "All OS updates on all devices",
"entity": "w ndowspatch",
"entity_label": "OS Updates",
"id": "9f c985f 2- 2ee9- 40ef - 81f b- ba86b7baf 116",
"integration": "airwatch",
“nodi fied_at": "2019-05-08T22: 22: 49. 325Z",
"nane": "All Wndows OS Updates",
"total _downl oads": 1,
"total _schedules": 0
}
1.

"total _count": 12
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Set Report Recipients API

This API allows you to specify the recipients of a report. This functionality is identical to specifying recipients when the report is created.

Example Request

POST https://api.sandbox. data. vimaservi ces. conf vl/ reports/5f2c2f al- e9ec- 4c55- 9649- b3f babf 4d116/ reci pi ent s

JSON request body

{
"recipients": [
{
"emmil": "margaret.thatcher @nware. cont
},
{
"email": "paul.revere@nmare. conf
}
]
}

Example Response

200 K
{
"data": {
"recipients": [
{
"created_at": "2019-06-03T18: 10: 51. 752Z2",
"created_by": "f65716f4-0d44-4c50-8cca- 05d1306f bf 77",
"emai | ": "margaret.thatcher @nware. cont
b
{
"created_at": "2019-06-03T18: 10: 51. 752Z",
"created_by": "f65716f4-0d44-4c50-8cca- 05d1306f bf 77",
"emai | ": "paul.revere@mare. cont
}
1.
"report_id": "5f2c2fal-e9ec-4c55-9649- b3f babf4d116"
}
}

Get Report Recipients API

To determine which recipients are associated with a report, use the GET report recipients API.

Example Request

CET https://api.sandbox. data. vmwservi ces. conl vl/ reports/5f2c2fal-e9ec-4c55-9649-b3f babf 4d116/ reci pi ents
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Example Response

200 &K
{
"data": {
"recipients": [
{
“created_at": "2019-06-03T18: 16: 31. 262Z",
"created_by": "f65716f4-0d44-4c50-8cca-05d1306f bf 77",
“emai | ": "margaret.thatcher @mare. cont
}
{
“created_at": "2019-06-03T18: 16: 31. 262Z",
"created_by": "f65716f4-0d44-4c50-8cca-05d1306f bf 77",
"emai | ": "paul.revere@mare. cont
}
I
"report_id": "5f2c2fal-e9ec-4c55-9649-b3f babf 4d116"
}
}

API Call Limits

The calculations of API request amounts allow sufficient capacity for your organization's number of admin users and user licenses. Workspace ONE
license levels categorize rate limits by calls per second, calls per hour, and calls per 24 hours.

Table 1. API Call Limits Per Organization

Workspace ONE License Level Total Calls per Second Total Calls per Hour Total Calls per 24 Hours
Standard 100 1000 15000
Advanced 100 1000 15000
Enterprise 100 1000 15000
Intelligence Add-On 100 1000 15000
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